Important Notice: Beware of Recent Email Scheme

Community First Bank remains committed to proactive management of your account security.
We want to make you aware of fraudster’s ability to take over a customer's email accounts and
send requests to bank employees asking for wire transfers or account information. Please be
assured that we will never disclose your personal account information or initiate a wire transfer
via e-mail or facsimile request.

Please consider the following to help protect you against these schemes:

e Do not provide confidential information via email (i.e., account number, balances, Social
Security number, PINSs, etc.). If you must provide an account number, use only the last 4-
6 digits.

« Note that we already have the information necessary to do business with you; you will
not be asked to supply personal information via email.

e Whenever possible, discuss sensitive banking information via telephone or in person.

o Use a strong password on your email account.

o Make sure your computer or mobile device is free of malware.

e Ensure your anti-virus software is up-to-date.

If you become aware of sensitive information that has been compromised through your
email, contact your email and virus software providers, as your password/account
information could have been compromised by a third party.

Please contact Customer Service at 337-365-6677 for further assistance.



